0012 09

}{Om?Stead POLICY NO.: HH-400-5610-1195
HOSp]tﬂ] Administrative

BAPTIST HEALTH SOUTH FLORIDA

POLICY TITLE: Security Lockdown of the Hospital
Responsible Department: Safety/Security
Creation Date: 02/08

Review Date: «LastDate»

Revision Date: 2014/06/27

SUBMITTED BY (AUTHORY): Ellen Sordo, BSN, RN
Title: Manager, Facility Safety

APPROVED BY: John Ringwald
Title: Director, Facilities Management

APPROVED BY: Corey Gold
Title: Vice President

APPROVED BY: Kenneth Spell
Title: Vice President

APPROVED BY: Gail Gordon, MSN, RN, NEA-BC
Title: Vice President & Chief Nursing Officer

APPROVED BY: William Duquette
Title: Chief Executive Officer

PUBLISHED (Released): «ReleaseDate»

SUMMARY & PURPOSE:
Internal and external incidents can threaten the safety of visitors, patients, and staff at the hospital. In an effort to

establish a barrier and prevent or limit threat exposure, the hospital will implement procedures to partially or
totally restrict movement into or out of the hospital and may also restrict movement within the hospital.

POLICY:
Homestead Hospital will take prudent actions to isolate, contain, prevent, or slow internal or external threats that

could affect the safety and well being of visitors, patients, and staff. Potential threats include but are not limited
to the following:

e  Civil disturbance / riots

e  Hazardous materials spiil

e  Child abduction

e Violentindividuals or groups {armed or unarmed)

e  Suspicious devices, objects, or packages

e  Verbal, written, or visual threats to the facility, visitors, patients, or staff

e  Actual / potential terrorist threats
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The extent, duration, and application of lockdown measures shall be tailored to the threat and the available
resources. Hospital staff assuming the roles assigned in the Healthcare Incident Command System (HICS) will be
guided by, but not limited by, the content of this document.

SCOPE/APPLICABILITY:
There are no exemptions to this policy.

PROCEDURES TO ENSURE COMPLIANCE:
1. Direction and Control:

a.

The person who is notified or made aware of an actual or potential threat or hazard is responsible to
notify the Patient Care House Supervisor who in turn, is responsible to notify the CEO/AOC or designee for
decision making. Once the CEO/AOC or designee is notified, the hospital will initiate this plan and operate
under the Hospital Incident Command System (HICS) as defined by the National Incident Management
System (NIMS) guidelines. Refer to administrative policy 400-5610-1192 Hospital Incident Command
System for further guidance.
The CEO/AOC or designee now becomes the Incident Commander and will brief Leadership on the nature
of the threat, their respective assignments, the designated communication channel, and other operational
requirements as necessary.
Incident Command is located on the second floor, in the Board Room unless the crisis dictates another
location,
Security personnel will notify Homestead Police if they are not already on-site and initiate lockdown
procedures. If necessary, Security will be augmented with non-clinical staff (e.g., Plant Operations,
Environmental Services, etc.).
Department managers will assign staff to assist with security functions if requested by the Incident
Commander or designee.
The role of Security will be:
i. To provide for free flow of emergency traffic
a) Security will stop the flow of non-emergency traffic in and out of the hospital until the local
police arrive.
b) In the event of a radiologic disaster, Homestead Police Department will divert traffic, (from
the east) starting at SW 137" Ave (Speedway Blvd.) or (from the west) coming from the
Florida Turnpike, into one single lane entering the north east side of the campus at the
employee entrance.
ii. Todirect incoming personnel and members of the public to appropriate areas
iii. To intensify safeguards for all on the hospital campus
iv. In the event of an actual lockdown or during a drill, Security will determine the traffic patterns
for the duration of the actual or planned event. Please refer to Attachment “A” for the traffic
flow pattern to be implemented during a disaster or severe emergency. This traffic flow pattern
is subject to change based on needs and availability of resources and at the discretion of the
Security Department.

2. Movement Control:

a.

o

For incidents where the threat is internal (e.g., armed intruder) the Incident Commander or designee may
direct visitors, outpatients, and staff to designated areas (e.g., classrooms, conference rooms, lounges,
chapel, etc.) until the incident is resolved. If this option becomes necessary, attempts will be made to
assign a hospital staff member to remain with the visitors and outpatients.

Entrance / exit doors will monitored and locked without egress being impeded.

Visitors will be asked to cooperate and will be advised that baggage may be subject to random checks.
Anyone not cooperating and attempting to leave the hospital must be observed and as much information
noted as possible (i.e. make and model of vehicle, license tag number and description of occupants, etc.).
Visitors and outpatients unwilling to comply with safety and security orders and insisting on departing the
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premises will be directed to designated exits and advised that Homestead Hospital cannot be responsible
for their safety or security. '

e. Non-emergency responders and visitors will be denied access to the hospital during the duration of the
fockdown. Visitors can gain entry to the hospital once the "all clear" is called.

f. law Enforcement has ultimate authority should the situation escalate. The Hospital’s Incident
Command staff will form a Joint Incident Command (JIC) with Law Enforcement; however, ultimate
decision making authority lies with Law Enforcement.

g. Patient safety and patient care are the top priorities during a lockdown and neither will be compromised.
In the case of patient care and patient emergencies, movement will be controlled and not restricted. Such
a lockdown will not impede, restrict or negatively affect the continuum of care and full medical services
for admitted patients will continue.

Identification Requirements:

a. All employees will wear their 1.D. badge while on duty. The badge will be worn above the waist level and
unobstructed from view. Display of the badge will be strictly enforced.

b. Only persons with proper identification will be allowed in the hospital during a lockdown. Emergency
Department patients being brought in via ambulance are exempt from this requirement.

c. To gain entry into the building, proper identification is considered a Fast Pass® badge which can be
obtained in the Main Lobby and Emergency Department Main Lobby.

d. Law Enforcement Officers are exempt from using Fast Pass provided that they have visible identification
indicating that they are law enforcement officers.

e. Visitors who accompany patients into the Emergency Department or Labor and Delivery must be able to
provide some form of picture ID to obtain a Fast Pass® during a lockdown.

f. Visitors who refuse to comply with the Fast Pass® requirements will be denied entry into the building and
asked to leave the premises.

Communications:

a.  When all normal communication channels (telephone, cell phones and emails) are operative, the normal
means of voice / electronic communications is the first to be sought.

b.  When normal communication channels are not operative {(due to internal or external infrastructure
damage, loss of power or loss of communication links; wiring, satellite, microwave transmissions), the
hospital will use all available means to communicate with external authorities including employment of
the BHSF passport radio system radios, runners, email, cell phones, etc.

¢.  TheIncident Commander or designee shall determine the channel the hand held radios will use for
incident related communications. Only incident related conversations are permitted on the designated
channel.

Media Access:

Media representatives will not be permitted entry to the hospital while lockdown procedures are in place.
Information to the press/media will be given by the Public Information Officer on the approval of the Incident
Commander.

a. Staff should contact the Incident Command Center when approached by a member of the press or media.
Staff should not give information to the press or media. All information will be provided by the Public
Information Officer.

b.  Members of the press/media will be escorted to the Physical Therapy building or other designated area as
needed, where a Public Information Center will be established. Refer to BHSF administrative policy 301
Policy: Release of News to the Media and BHSF#304 Attachment “C” Facilities for Media and Families of
Victims.

SUPPORTING/REFERENCE DOCUMENTATION:

2014, The Joint Commission, EM 01.01.01 EP4, EM 02.01.01 EP2, EP6, EM 02.02.01 EP3, EP4,EP14,
EM.03.01.03, EP 5, EM 02.02.05 EP1, EP3, EP7, EP8, EM 02.02.11 EP11

2014, The Joint Commission, EC.01.01.01, EP 4 EC.02.01.01, EP 1,EP 3,EP 7, EP 8, EP 9 EC.04.01.01, EP 15

2014, The Joint Commission, 1LD.04.01.05 EP 12
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e  CMS Medicare Requirement §482.41(a) Standard: Buildings
e CMS Medicare Requirement §482.13(c)(2) (2) The patient has the right to receive care in a safe setting.

RELATED POLICIES, PROCEDURES, AND ASSOCIATED FORMS:

HH Administrative Policies:

° 400-5610- 1192 Hospital Incident Command System (HICS) — Safety / Security
® 400-5610-610 Identification / Security Access Badge — Safety / Security

e 400-5610-783 Infant abduction — Safety / Security

¢ 400-5610-1153 Emergency Operations Plan - Safety / Security

HH Departmental Policy: 400-5610-10-845.09 Fast Pass® Access Plan — Safety / Security

BHSF Administrative Policies:

e 301: Release of News to the Media — Safety / Security

e 304 Crisis Disaster Communications Policy — Safety / Security
e  43.050 Active Shooter Policy — Safety / Security

e 5100 Preventing Workplace Violence — Human Resources

Attachment “A”: Homestead Hospital Lockdown Route

ENFORCEMENT & SANCTIONS:
Violations of this policy may lead to revocation of system privileges and/or disciplinary action including

termination. Anyone willfully violating this policy will be subject to disciplinary action up to and including
termination.
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