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POLICY TITLE:

Security Management Plan

SUMMARY & PURPOSE:

The Security Management Plan for Homestead Hospital is designed to provide a physical
environment free of security hazards for all patients, visitors, employees, volunteers and staff. A
continued effort shall be made at all levels to provide safe and secure conditions within the
building and on the campus grounds of the hospital.

POLICY:

Homestead Hospital is comprised of a 365,000 square foot campus. The campus is patrolled
continuously with the aid of security golf carts. The Security Management Plan is aided by the
use of trained security officers and an access control system to certain security sensitive areas.
These tools aid in providing an environment, which satisfies the need for personal and facility
safety through the prevention and detection of crime, apprehension of offenders, and assisting all
who use the facility.

SCOPE/APPLICABILITY;
No one is exempt from this policy.

PROCEDURES TO ENSURE COMPLIANCE:

1. Goals:
The goals and objectives of the Security Management Plan for Homestead Hospital include
but are not limited to the following:
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Support an efficient, comprehensive Security Management Program;

Assure that performance improvement activities evaluate the effectiveness of the

Security Management Plan;

c. Integrate Risk Management and Performance Improvement Activities into the overall
Security Management Plan;

d. Conduct Security Surveys to ensure the identification of environmental hazards and
unsafe security practices;

e. Utilize the Security Incident Reporting System to investigate events involving property

damage, visitor injury, thefts, and other security-related occurrences.

oo

Components:
The Security Management Plan includes but is not limited to the following components:

a. Leadership’s designation of personnel responsible for developing, implementing, and

monitoring the security management plan;

Addressing securityigsties‘concerning patients, visitors, personnel, and property;

Reporting and investigating all secirity in€idents involving patients, visitors, personnel, or

property;

Providing identification, as appropriate, for all patients and staff;

Controlling access to sensitive areas, as determined by the organization;

Providing vehicular access to urgent care areas;

Emergency procedures that address:

i.  Actions taken in the event of a security incident or failure,

ii.  Handling of civil disturbances,

iii. Handling of situations involving ViPs or the media, and

iv. Provision of additional staff to control human and vehicle traffic in and around the
facility during disasters,

v. Ensuring handicap parking and access to our buildings meets applicable state and
federal guidelines.
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Safety Committee:

a. The GSafety Committee is responsible for overseeing the development and
implementation of the Security Management Plan as well as other state and federal laws
governing security.

Role of Leadership in Homestead Hospital's Security Management Plan:

a. Comply with hospital and/or departmental policies for incident reporting and routine and
emergency procedures for security related incidents.

b. Develop department specific security policies and ensure compliance where needed.

¢. Provide relevant information to Security Department with respect to incidents involving
patients, visitors, employees, staff and property.

d. For those departments determined fo be security sensitive, the department coordinator
shall develop policies and procedures for minimizing security risks.

a. Participate in investigations in their respective areas and, as appropriate, implement
recommended corrective action.

Role of Employees in Homestead Hospital's Security Management Plan:

a. ldentify, correct and report as appropriate, any security deficiencies that could effect
patients, employees, staff, visitors/ volunteers and property as appropriate;

b.  Comply with hospital and departmental security related policies and procedures.

Security Education and Training:

a. All new personnel are oriented to the security management plan before initiation of
patient care and/or other activities and at least annually. This orientation is provided at
general orientation and through an annual update.
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All employeses are provided department specific education regarding security during their

department orientation.

This security orientation and education program shall address:

. Processes for minimizing security risks for personnel in security-sensitive areas.

ii. Emergency procedures followed during security incidents, and

iiil. Processes for reporting security incidents involving patients, visitors, personnel, staff
and property.

7. Performance Improvement:

Performance standards for the Security Management Plan include:

a. Staff security management knowledge and skill;
b. The level of staff participation in security management activities;
¢. Monitoring and inspection activities;
d. Emergency and incident reporting procedures that specify when and to whom reports are
communicated, and:
e. Inspection, preventative maintenance, and testing of security equipment.
8. Reporting;
a. Results of activities are reported to the Safety Committee, Department Managers and the

Board.

9. Annual Review:

a.

At least annually the objectives, scope, performance and effectiveness of the Security
Management program are evaluated and revised, as necessary.

SUPPORTING/REFERENCE DOCUMENTATION:

@

2012, TJC, EC.01.01.01: The hospital plans activities to minimize risks in the
environment of care. Note: One or more persons can be assigned to manage risks
associated with the management plans described in this standard.

2012, TJC, EC.02.01.01: The hospital manages safety and security risks.

RELATED POLICIES, PROCEDURES, AND ASSOCIATED FORMS:
Homestead Hospital Administrative Policies;
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HH-400-5610-1150 Safety Management Plan — Safety / Security
HH-400-5610-768 Patient Safety Plan — Safety / Security
HH-400-5610-1158 Safety & Security Risk Assessment — Safety / Security

Homestead Hospital Safety Administrative Support Statement

ENFORCEMENT & SANCTIONS:
Violations of this policy may be referred to the appropriate HR management level. See HR
policies 5250 and 5300 for applicable sanctions.
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